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(3) ZIRWTEEN R34 PR BRI R AR 8 SEFRAEHIA ;

(4) SEARANIEERBARENTTANERE, ARIME, =N RIISEEREITFERRR;

(5) SHEIRNA HAMATREFZIABUN RWTEZN 22T AIEHTHIR R,

BRSNS RN B RFARN 5 HABBAR AR FERRE, a] DA fCEA U A5 §2 i RDE H e, FFsIEE e, Qe
He Rt I R FR I RDRE N G, AT 5% 2R A R TS TR N 53 24 [,
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A4 508
RURR
Th

—. ICERALHL

1, L R=780Mpps, XA RE=2.5Tbps;

2. $##=24410/100/1000BASE-TRUKM@E, =4125G
Bl (WECYERIR) 20, KFRSST RmEEEH=2, 5
L

3. ZFFEASIS L RIP v1/v2, OSPF, BGP, ISIS, RIPng, OSPFv

3. ISISv6. BGP4+;

4, ZF§DHCPv4/v6 client/relay/server/snooping;

5. XFgi—R P EYIRE, XF802.1X/MACELMIAEA R, X
=5000MAIEHA PRI TELR 5

6. SRR AR SCHE AR IR SOREHATIRG], SZFHFSP. WRR
. DRR. SP+WRR. SP-+DRRBAFIEREH

A7, ZFRDUKRIERRI B ERPS, SR H/NF50ms;

8. %#ESNMP v1/v2/v3, Telnet, RMON, SSHv2;

9. XHFCPUIRFIIHE;

10, #RELHE RIS LREBUE;

* 11, i 124,

—.. POEXR##H

1, EHELER=780Mpps, KA RE=2.5Tbps;

2. =2410/100/1000BASE-TRAKMNHHE, =41 25GE
M GRECOEEIR) | SRS R i idif%=2, SXFRFPoE/P
oE+, =111000WAZ i HLIE;

3. ZHRHEASES L RIP v1/v2, OSPF, BGP, ISIS, RIPng, OSPFv

3. ISISv6, BGP4+;

4, SZHEPOE : RZMRHLE JAIN, X T4 PD IR RS i, (RIERS
L E R R PD R, 523 PoE HtFLZRH;

5. XFG—HPEEYIRE, ZFE802. 1IX/MACEZMINIEA X, XHF
=5000/MAIEH A RN ELR;

6. SRR AR SOOI AR IR SORB A TIRS], SZHFSP. WRR
. DRR, SP+WRR, SP+DRRZASIVHEEHTL;

A7, ZFRELURFIER A U ERPS, SR SR (5 /NF50ms;

8. #ESNMP v1/v2/v3, Telnet. RMON, SSHv2;

9. XHCPUIRIIIHE;

10, $ROURCE AR R LREBUE;

*11. #&E: 68,

=, il

1. WAN{U#%0: =2*10GE¥[8k=2%2.5GE Comboll;

2. LANfUET: =4*GEHLI], =4*GE Comboll, =1*USB2.0;

3. #EMAE=1.5Gbps, IPSeclffiE=800Mbps;

4, SZREBRERSRNG, #ASERH. RIP, OSPF. IS-IS. BGP. IP FRR;
5. XFEET IP itk (2H) A8/ R /i TR B S5 1Y) 22 2 SR g il
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6. HITVPN Licensefiy;

7. PRAICE R BUE;

*8, #=E: 124,

MY, JoekfElds

1, %¥#802.11ac/ac wave2/axtiy;

2. AIEH=2561AP;

3. =6 DT, =117 IRSFP+umH, RRHHEE, &=21
APETIZI;

A, XFFEHREER INEIERL R ;

5. R REFIRE;

6. SRR,

7. 3R VIP F A IRBIRR RIS ;

8. XFF AC/AP/STA/MTUE I FITERE T
9. HWAPRAY;

10, fROUBE B F IR LREBUL;

*11, #&E: 6H,

., JCERAP

1. 802.11lax®ENA, AR =1.5Gbps;
2, XHFF=1*GE HT;

3. SCRHMIREEIR (AL ;

A, SCREEERRFHIRA

5. X FIT/FAT/ZEH =R TAEREK;

6. TROUHE IR IR LR,

*7, BE: 66,

—., HORSS

1, ZR2fhfn=;

2, W&E=320HM, HHFRS232\RS485\RS422A] DU K it ;
3. HHEHRTE AR ERTERI300-920000bps, 3 AN A A AR ;
4, ZF 2 AEERN: VCOM, MCP, TCP SERVER,TCP CLIENT

. UDP, Remote Pair mode. Modbus TCP SERVER. Modbus TC
P CLIENT, MQTT, SNMP, Telnet;

5. XFHRMEUIFR;

6. HHFWebFE T

7. CPUX#i=880MHz, M#F=256MB;

8. #2t=2/10/100/1000M AKX M T;

9, HOtRME: ZE/PHFFRS-232, RS-485, RS-422;

10. FCt) S hnit;

11, BREER 2/ DZHFARP, IP, ICMP,  UDP, TCP,HTTP, DH

CP, SNMP, MQTT, MODBUS. TelnetZH¥, F/V>FFFRTS/CTS

. DTR/DSR. XON/XOFFiiim#zil;

-5H1671-




¥
ELLE
Fh

12, ASEPERTFAIRE, TRl Blgs, Bikib, ok
RIS, TCRAPEIRF M BIRIERSE;

13, $ROBEACE IS IR ERIA;

*14, #&E: 68,

=, HAERARS

1. RGHUKAL & Console N+ H RS S BHAIM, Frfseiidl, B
mEs. Bikdh, ACTEzilas. TCLRAPEM L& Consolekdigi—
BANBOMRSSES, HRORSSREEM O LREEPERTE, B
JRE S B RG,  SEIRAR R LR A H I IE SR PSR S

2, XFEEEXLIEREHER, REEH, OEREEERA, I
REMBSUH R IR (E R

3. XEHEREK SR A SRR AL, W E RS E SR,
A4, HFEESGRMESE, W ETIREREKSEN, Hrrnme
BOHROR, (BT AR SRR FR A

5. XRZMIEAECARIFER, WzMarkdown, MP4KPDFIE;
A6, SCRFFEFET, BRI S ARRNPFIR SR SR,
TR G, ELAT R 2 A HH AR TR R 2 4 [

7. WRZ NFINZ R LSRR, N AR A RAFAY_EALRBE
PEINGEZ LN 5

8. TAEFEIREFEHAMEA, AIEmHLE S T %I S
A5

9. XFHER—SHENEBB AT, [FIN /R E SRS B 5
010, STHPAAMILA I ILILSE, BT A R IR A R R
FRE;

*11, #H&E: 15,

=, EEHL

1. QU K#*=170Mpps, A #E=650Gbps;

2. $#2{£=24410/100/1000BASE-TLAKMHII, =447 ki (il
FLERIER)

3. XFGE—H P ERYIRE, 8802 . 1X/MAC/FEZMINIES R,
=1024NIEM PRI 722k

4, X#WRR, DRR. SP, WRR-+SP, DRR+SPRAFIEER L,

5. X#§G.8032 (ERPS) FriBUKERMIMMNI, #CREHGI SN BN T
50ms;

6. XHBIARPHE. DOSK i, ICMPR¥ ., CPULRY;

7. X¥SNMP v1/v2/v3, Telnet, RMON, SSHv2;

8. XFHABHA. TREIBEE (RSPAN) ;

9. XFHETHE R H=BEBMEIYENACL. SXHRMIAIACL;

10, fROUKE R AR ZEEEIL;

*11, #&E: 68
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1. BREEEANZMME LN, SRR EIZCEE IR,
FOR E i

2. CPU: BB =2 MPICPU: =321%0, =644, THi=2.5GH
z;

3. Wff: =256GB, DDR5#I%;

4. 1#fif: =4TB HDD*4, =480GB SSD*2, HBrEWEMHIF, X+
RAID0/1/5/10, RaidZ%{7=2GB;

5. BELE =247 0N GREDERIERY) |, =4*TIkEEN;

6. XFFDABRREM R RANRKRRIUY, SRR, MER. 28
H| EEH. SANHFERE;

7. XFESKNEE, S8R EsNN TR T I E R — RS SE IR
Bi;

A8, RECERINRENER, FPTEBIREE N RTAENE T,
BRI TS RERS U, T PERERR;

@9, SCHFDUEMTT LIS gm T, AR AN TS PR 1Y
i), Sedpidid ATARAL 7T S AR

10, STRMESEIIER R, B REWBRTET 6 AR FEAR/MICPU
. TR, TR

All, ZHERIELEEEATSS, OHEAPMALIRGRE, BT
LS EDSHFARA AN, A ERBRTERER, aSiTRMAR
W, a2 IERERRT, S5 RAFAEPERI;

12, ZRAP HEBENEHE, HEZRAPNSEEIRESIE, SHHRE
TG BR R SREC B RS 5

13, ETLinuxPIEE ML BORSRBESEHIL B AT, MM TR s
DEFREHIE. Sl BRdE. =L

Al4, ETRBEMGHERR AR E BRI, 2R,
BAETHDHCPMZS, —RBERS. FFANIPHSRINRE, LRI gs
KANY 7

15, ZFFRIGE XBEAEY, WL RIS B I B2 oM,
SEIA PR

A6, STRFREEREINGES, REASSEIN RIS STNRIEAT R,
FEETIN A& A TR R R B, TEBIE R 15

17, FERREATEARI, SRR A ;

18, ZHFRENZAERZSIMRE, RIREUNAIET A TIPE, Sl
PRI S5 R IR

19, ZFHETIRESATFRGEE RIS, SRR B YL S e
HIZENEgEHR R

A20. ZHFPEABEREEN, ST 2R ST REERMERE BT, R
Gi—THERUAE iR HERE 1 ah7

21, RELHE IR SRR

*22, BE: 1%,
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MRS

PR

—.. SDNzH#feig s

1, ¥ BlE=81Jk SFP+3¢H, =244 TJk Base-TH[;

2. 7 E: =200Gbps (WA ;

3, k% =150 Mpps;

4, WT#: =2GB;

5. OpenFlow: ¥##OpenFlow 1.3, #H#&EWi=3000%;

6. TRELHCE IR AR A,

*7, ¥&E: 18,

=, 7 IRA AL

1, kUi =484 )7 KSFP+E;

2. XA E: =2.0Tbps;

3, fu%k%k%: =1000Mpps;

4, WURBHE: BB RUH ;

5. TERHE: RS, 2. BIAMACHUIE, SCRFFEMACHIIEE IR
6. KUK : TREHEBINRE, STRIAR D, IR HES  KRVXLAN B8
i, TEFVXLAN B RS ; 23 VXLAN £S5, 2 4iztAnycast
W% 5

7. 4H$%: X FFIGMP Snooping v1/v2/v3; X FiPIM-SM, % #iPIM-D
M;

8. FIEEME: IFFBERIRG, SUFHMASRA. ERE;

9, LZ&FHE: SZRAAAIAIE, Radiusi\iE. 802.1X. HEHMACIALE
. Portali\iE;

10, EHIRI4EY: HFIEE Console (IBLE; XFSNMP;

11, FIERIHR: STRPOUSTHME AR ;

12, $REBUHE IR AR AHIA;

*13, #E: 14,

P9, AL

1. TYRBUKMEO=24, FIKBIKFEO=6;

2, RHAER=2.4Tbps, fEEE=600Mpps;

3. ZFiAEH. RIP. OSPF, ISIS, BGP, W H;

4, ZHMER, AIEZ AV SRERUL N1 AR ERE;

5. SRR i BRI RR 5218 5

6. SCHHRBHG;

7. XFESTP/RSTP/MSTP, LR R4 ThRE: BPDULRY, MRERF. H
FEORY;

8. STHRFUSBUETSIMF LALHI R#;

9. HdENHLIR;

10, FRELHCE AR R 2RI ;

*11, #&E: 18,
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H. BHEE

1. 0 =4LAN+2WAN, FHENAT;

2. HMVPN LicensefZfy;

3. RBLHCE B SR Rk ;

x4, &g 16,

N BEE TR AL

1. RA—MLLE, BENERGSL. 2R, #HEEE. iR,

2. RASOHERI, BaSVE, REiC=1MbER, SRR =86
Ji~PDLEDIR & B, WoRr % =3840%2160, GorLEfI16:9. AJHLA
E=178°;

3. XHENEARMEREE, FEREMMEN, B&EISHFIL. PC
PR T T 2 M7 R TC LR ;

4, BrEHHCHmigops: Al =6i%MbEAR. NfF=8GB, Mi#SS
D=128GB;

5. RN, Tedthids;

*6. WE: 15,
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MRS
—{REsE

Rg=

1. XRRUEEG, BRABRSHH,. ZM4%. SDNEIR, BHEM
HHR. LinuxiERGFLIWE R, ZEREF M,

2. CPU: BB =2 MPICPU: =321%0, =644, FHi=2.1GH
Z;

3. Wf#: =256GB, DDR5#IS;

4. 1#fif: =4TB HDD*4, =480GB SSD*2, Ao EREEMHIF, H#F
RAID 0/1/5/10, Z&17=2G;

5. FLE =247 GREOGEEY) |, =4*F IR

6. XFHEIIZR S SIZRGE —E M, SRR —HRE]I g 6 o

e SEPMESUIER

7. SCRPERIIZRIIRE, MBI, H SRR BRI B A5 ;

A8, STRPEAITRINZRACE B SRR, $228 5 RIG R G LN iR

RN H: S BRI 2 5 5

9. SCRIFTH SR RINERRVNCIII, JHRMLZ PRI RIS P

RUNIIRE GRS DIEE DIREBIE], SRR AR

10, LRSS, EROMRHN R TTA O TRE ;

11, $REMAFMEBI TR, GHESOR, JEB, MR, K. 4505

12, ZHFRRANSETER, S RRREER, H g aEeE
V IERREE SRR

13, ZEHEIZRE R, WPk, HREBIH, SR DAE 4R 1%k
BRI ERE;

14, 2t & OpenStackZEHEH, KEMH. QemulMLEHLE
F=151 B RELRTR;

15, it EDockerARRIEHEE R, Etcd RS, Kub
ernetesUEFIHF = 1 5ME R ZRAS M AL,

16, 25 Linux Bridgefit & 54047, Linux B HI5#aH10Open vSw

itch#§ 8, Kubernetes W% =101 =MBHARL R,

17, #2615 0pen vSwitchiii& #if%, OpenDaylight L2Switchli

H3LAt, OpenFlowifii# 3% =301 SDNE AL TR,

18, fRALCUEREHIGM, REQY¥:HIL, BHMEMLEEF =152k
W28 HARSE R 5%

19, REEEFLINUXRGF S FRRE R, LinuxMZEE, HHEL
iU e % = 30 Linux i E R G561 5o

20, £ TSDN QOS 2 HALIRZ5 5 2T SDN KK K E5 R F %

oy ERTDREIIM AT E S R F S A LN R

21, #{it=25 NFINTELRM FHIATE DIRE K ATAURNL ;

22, PROYHE RS RZEHIA;

*23, & 28,
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—. IfEa

1. 2Af7, #AAMEBEK=1400mm, ARHCRHHE FRE%TR, 5=
TSR =25 mmSEARBRLEAMR R, FILBPVCIR Gultiaty, itk
WATENL, Kiisd, wEPEL, ELJEAMRR;

2. BTRM=2.045.0mm7E, EEIEE=1.02K, SRRHZE
IS BERREERRIMAE L, ST B B i FE R ;

*3, #&: 506,

=, LfFaRERT

1. 3if: RAH25mmE=RFHEH, 1.5mm/EPVCA kil 5 i,
MRS, AR, Bisge, @AM, ERHERER N

2, FA: VBERAI25%1.1mmJyE, FEARPUEMSRE R A 20%1.075 %
, MEBRRHIR 2B BRI T P ZEINR LT T E IR E

3. UREE: PAHIPERARYE. BHEERRBIR LZ;

*4, HE: 1001

—. BUNLIER

1. R5F=1200mm*600mm*950mm, ZEHER IR A THERES
BRIESE =17 mm R IR EFEHNEORK, HEERER=0.05mg/m;

2, BEPTRYEARSIEN, B, S E SR a s A ;
3. SO, B ERLE, UG SR s A IE e
e, IR E PR, BimiRit, %o, Tkt
B, ORI A, RS AR G A S R R STAL B
x4, FCEZUTRLIE,

*5, HE: 26,

— RRIBTE &

1. 18°C-24°C;

5 | EEER

2. TEIAXE: =2000m3/h;
3. fHl¥E: =12000W;
4. HIAER: =4500W;

5. fl#E: =13500W;

6. HFAIE: =4000W;
7. BERUES: TMRT ZEERL

*8, #E: 48,

KNgHL2

FRIGAFR: BUSZI 515 B2 IE 42
5

s SEER RS GTERER

S | BaRR BRI RS A

1. HEFRERLEGEHY. F BRIRSSE, HRHAPHERET60
N, BORE R,

2. CPU: ECE=2WiAbsss, SRILMHEYHROH=321%, &fi=642k
&, Ti=2.4GHz;

3. NfE: EE=1024GBANTE;

A, F7fif: =28k8TB SASHUMMILL (Fid=7 . 2KF), =651.92TB  SAT
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BRZE
EETH

5. Mg =4NTFIRRM, =200 GEEEY) | TUREIE;

6. SCREEIIMA IR OSSN, Bas. Bk,

7. LA TNIBRIERE, RN SRR 2

8. FROLMBER, STRFILE 2 IPHIbLER, FH DA 805 O 2 i SL il ™
9. SCHRHFEY MBRIERA A ZE I, BRI, Bl ek,

P NSRS, T RSKVMEE BIFURTDocker 28 g2k ;

10, VFRE NIR&SRUAESTHRL, BIg, Sl ZepiirRess;
11, STRPPIBRR AR S NS, SRR amAL R, ShEl
BRSNS 77 NSRBI A R 5

12, AT BB A RENS BT T XS i s fe ST B S iU
T RS TIRIAES), JFRENSSTIUE 921 R IE A B

13, XFFFRIAVHES, SHERCHARENRABRER;

14, STRPPIBNICPU, WTFSESEURES;

15, STRAtR OISR, HREIEEE =601, HEFHRES— RN H

, XHPASIIER,;

016, FERNELRILLMFRGEN, BEBIRERSSS. il
RS %5, dRIRSS 4%, DNSHRSSHESRARSHHG, HED
KEE, AL HEW @ Z2RE5E;

17, SKFHRINAIRDIRE, AR MAIRTNATT RSB, STR LI S B R E
Al18. STRITR AR fRASTEIRI M AT 3 nT L 2 0,

JEREEEAG Sy, SEINEAEEEE, RN IRG T RE,
DIEHREARER;

@19, ML AIENC: V-5 >cHim LA B A AR, DA
T2 AN ] 28 RIS, i 11 At L i L 9 St T S8,
JENAT/ES AT R MBS 2 1 MRCE & AL h M

i, JERCE MR

20, WEM%ZLE, WebNHA%ZE, ZamE, e, #28TA, %
SRR FRBP. ZERE, REFI, M2 2BREEN. 2l

W, Web%gx, BIENIK, R, Bahes, WHMEZe, RIHE
ZAa, AZEFERINIHE, S EEXRINBHE T E;

21, HREUTE IR,

*22, BE: 1E,

—. Girsilgs

1. e = 64N G UL R I RO RIZATHRR, ZRE™ M
R

2. CPU: =16#%, I#i=2.4GHz. =324%#%, MNff: =32GB,
Wit =8TB, FEAMA: =960G SSD*2, =2TFJKH[T;

3. AIXECE S IR I L A A T IR E, A =T
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BRZE
Wi

STA

RERMLE L ZREHNES M, RINSHFHEAAI Agent;

4, ZHRCESRBIH R, BUh/ NN, BT
INELRE, 1EESRIAG;

5. XFEEEMOTEY R, NER TR I 2R w0 B RE T
RHEHIEMGEF, & M EALMZ 2 2R Re LIl ik
W28 2 2R R R AT, LB I SR 5

6. XFETKVMIYELMLHERER, g —NEHHE, Fif W
2%, BHGBIN S REANLAE A A 4T 5

A7, BHMB B L ZIagE R E/ DU E AKX Windows
AKX Linux,DMZ [X Web Server,DMZ [X MSSQL Serv
er KREHUME EDR 6, EEWUEEADT 25 &;

8. XFFETVLANKIMZEIEERES), "N EFHSRMSIRI M A
X, DMZIX, % LB X MZ5 X K, FF X FFAZVLAN 1D, IP
HihbEE, PSS FPEHIRISECE, RS R AT

9, XFFREEEERATIN, RlEd MR AYIBERT KiE, WAF,
IDS/IPS, 22l HERIEFL RS, KMELNSRGE %K
R ik ikahsLil;

10, SZHe e, gt /R /E Sy, ATX Windows, Li
nux, Web Server,MSSQL Server, EDR-& % i ML T
WriblfE, HEEsipE, —fEsh e, PRERN R EE, W
HESL BIKEMSEEE TR,

11, fREUHCE IR SIE R ZERIL;

*12, #&E: 1%,

B T CEEE 04

1. CPU: =2#Z4%ki%, #Mt=11RJ4580, =6/FKkHEMO, =
2NUSBH, WA ®=2TB, N{#=16GB;

2, E5IE8=10, HKRIPE=60, FZILATHEHEEE=2561
PHbNE, BRIMRBLRZHIRE. Webffi, BlEZE. BdRERME
B

3. IWIARHEZE=35/75%, TRALEA A IR AR N AT R
iR, JIAANHESCVE, CNNVD, Bugtrag. CNCVE, CNVD
FERR, FE AR EERE

4, ZHWEFMGE T, RIERG. MLk, HRHRA AL
MRS AR ;

5. XM AR, EiOpenStack, KVM, Xen%E
MR-G5 SCRATFREPII M 5 A 1 IR

6. RGNEANFERIEER NS Linuxi#ERSE, Windowsf#
RS, THE, REUE. Bk, BURFEMERM, RN 2
FERIHRE RIS R, $RAECRASMB, SSH. Telnet. RDP%)
BOWindows,  Linux R T8 FAZBEAH ;

7. #RftWebM HIRIIHINEE, SZFiXDiscuz, KIXCMS, PH
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PCMS. DEDECMS. ECSHOP, WordPress&[E MM W=
AP TN, SRR WWeb iR B IR SQL;

8. SCRHEIIRIERMLSACE, SRR IMLE IS R4
, [ ELA IR TS D RE 5

9. WESISAMAGI T EAAR V5 ERE TH, Wk
ZE BRITAS TN 7 B 5 WL AR ST PR A, AR IEs, IAIgS 0
%, FINEFABR], BAER=EE;

10, $REICE R ISR R

*11, #E: 14,

=. WS HEKES

1. %ild=281, f45=2410/100/1000BASE-TLIKMiI (
RJ45, XHHENHE) M=41TIKSFPYEIT;

2. =14Console[T;

3. PROLHCEIR R IR R

*4, FE: 78,

—, TPk

1. WHE—{&1Li&ss, CPU: =44%, WN17F=8GB, TH#l: =64GB
SSD, f#fit1*Consoleld, =2*USBHEI1, W51: =8P TJkH
A (Z1¢HMHOBypass) , =4MTIKEH;

2, KHELHE=1Gbps, IPSHMHE=400Mbps, AVEHE=40
OMbps, JHRIERH=50)7, BROHEERER=2);

3. RNEE R L 2R sl G R 2 2EHL)IE&
4, WEBHASHR A, i, FIE, B, X
FEXHLERE 5

5. KRR ORI H FHACE ;

@6. FFIPVE/IPVAXUER, SCHFIPVORATRIE, SCHFIPVOERAH
H. IPv6F%iE;

7.3 FfIPSec VPN T ONIKEVIFIKEY2, SEHF 00 s

RANZRIPSec  VPNAMTT R, KHFEBINIE, SCHFAH, ESP

« AH+ESPHIYIPSECREIE;

8. STRHET ML, AL BT RN ;

9. R 2 HNg, AlACE &Y REHIIRE;

10. RGHE X =100005% T NI, L%t B IPSRHLIUIATZ:
Al BiPNR. BERSL. CVERSFIFAMEE, SFAE XIPS
RHIE;

11, RGUE N =100/ EHOm IR ;

12, SZRHWebPiroiaE, RGN E=45005WAFRLIUIBH EhkE
13, SKHFSSLINE it & fid % DI RE ;

14, ZRFZARIESITTIRE, RIS, SRIEHS . NATS
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SRIGHC BT b SRR ;

15, fRBURE RIS ZAEHIE;

*16, ##E: 68,

.. WEBRL IR K Ik

1, WE—{A{Li%ss, CPU: =4#, M{#F=8GB, fli#fi=2TB, 2
HE1IEPI], =2*USB, 1*Consoleld, W55: =4MTIRHET
(ZWANEBYPASS) ;

2. HTTPHM:&E=500Mbps, HTTPS#HMH:E=100Mbps, HTTP
HRERE=150000, HTTPHEEZE=2000, HTTPSH &%
##%=10000, HTTPSHEHEE =500, HRHFSLME=350
0;

3. XFNEEEZ 2P afE R L 2B HLI-6
4, ZHpEYIERE, RIEORBL, SRR, BhaEs |52,
X R G, BB T4, £, [/WERPEK, R
G B S B 5 |5 b 55 a7 M rT HANRIR S, SXHFCPU/Y
7 /WA BEIR B S T VRIS, SRR /4XBYPASS, %
HEERBIAP, BIAPPIBARR, SKHFIPVA/IPVE RN ;

5. XFHEARKERGT, SKFEXSSBifr. XA-ARE B AL/
« PHP/Java /@3B b, SiEEER G Sor & Wit
MEEST;

6. SCFFHTTPIERATACKERRRS, SHpabiaiae s, rxHEP
FHL BERERE. KRB . B0, WA, BERRE
IPHEFTRIEP, SCHFIER TR L N B B T

A7, FERRC, 1P, PREEE BB L 2P ;

8. STRHRSCIBER, XTI R Sk/Mi R Sk A A HE IO 1 B R S5
SORPUE G SRR TNIPHEIEIC B, AU S IR PR )
AR PR 09 BT A [ DA 5 ) SR 8 1 5 SRR I@ I WA T i [ 47
NFFRHTTPIR LS P om & 4B

9. XFFCCYhita SR, wIBRCEURLSEL. WRKER. HEIP
v ERTTTA. HOPRAL B A DLAL SR ;

@10, XHWebXdibiif B &% W 5l b BN RE ;

11, XZHFAEMTEIRFSHERIRSNE, 42 @B AR XIS
SRTCPUR TR, 72 AT SR TN A (Al PR AC 5

12, fREBUHEIRESRIE R ZEEIE;

*13, #E: 6A,

=. iaftLl

1. P —IMLigs, CPU: =41%, WN##=8GB, fl#i=2TB, 12
fE=2TIRREHO, =4*TIRHILSS

1, =2*USB2.0, 1*ConsolelT;
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2, B =1001, HEFHFEE=1001, HEEFERE=2
o1,

3. FENHEE R R 2B RIIFafE R L 2E TG

4, XZFAD. LDAP, RADIUSE®ERZAH, ZHRiZ ADEIAIE]R
AD/LDAPHIF AR, SCRHSINUIES XA T INESS & E

5. XHiHHiagEppX, w@id R AR 77 AT R ;

6. SCFFIBMERTEIELR AT S SCIN BT, SCHFRAGARIE/ PO T,
ISR RN, SRIFIP, @Il REF AT HHE,; BRI
ik [r) 42 R R il 5

7. XHFENLEShE N5 R B ahBeE 2 R HLE]

8. XFERGNE Hh# i EFTP/SFTPARSS #8, RIFCE &7 E
, XFFASHI; NES4EEIHRE, HFPDF/DOC/HTMLA%
NG, RS, AIREHESEERE, SFSNMPH I
IHAFTA A ;

09. HAFPEIBER L EMESTR, P BIITRGWS;
10, brifEZFEDB2, Oracle, MySQL. SQL Server, PostgreS

QL. GaussDBZEEUEEMIBUSYENI, SHFHNENR;

11, X#FSSH. TELNET. RDP, VNC. FTP, SFTP. RLOGIN
v XL1HJIBZENNL;

12, ZHpWebR I B IRE, SRCEIIAR B34 K
SHCHE;

13, fREBUIEIRES ISR ZAERIE;

014, ZHEHRAE(SM2/SM3/SM4);

*15, ##: 68,

Mg, EHz i

1. HEMmAIE P, NEFERIER EEATT&CK
FERMBERARG R, SHRREAT LN & &

2. B P Windows, Windows  ServerZ: ZhRAR{ERSE
, Linux3Z¥§fRedhat5.0+. Susell+.Ubuntu 14+, Debian
FRATIRAR, PSR, B, BA. 20,

3. XFEHERERZ 2B RLIIFafER L 2EHTG;
A4, FHLRPHP: ZpgeizEBAY, tEHEEERK
v MEEI, BE SR

5. BHPEE IR I/ BEhRiir. —BEOCH/E S /B0 T ML
—RERR W, TR, —S TR H SR

6. Linux® i S A5 8% P SR SSHIZ PR IR B 2o, b
TELE A S L T RIS, Windows% P> fFcmd
TELRZAL, WL R, AR ADIIEIR 7 At B8
7. XFZ5IRRE AR IR, Sossi, RBEIE S
BRI, SR MInTRE R, SR OEINTR VA R s
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%

LS

Syl
Th

CVE. CNNVD. CVSSPF55;

8. TRALBUENIFRES), RIS AT R KA s H R 2 AR 7 %
BB, NEE;

@9. TR AIAL 2, BAREARR T XIS, &mggH<
v NREEIN, EEEEEOL, RN SRR R ML IR £% 175 1)
KEE, EHFEFH. mO, BIEEER;

10, FHRZERHPRAZFRERGREN. NERLEVF. AR
<5 I RE ;

A1l FEHZEPRFREREIR IR P 44, XUBGSA, B HIZRAY,
i@, &P TR 25 R RR;

*12, #E: 6%,

H. RN

1, B, CPU: =284%HfE, WNfE: =8G, mft: =
2T, #ME=1MEEO (FXRED) , =1PMHAD (FXkEO) |
WEO: =4PNFIRHEO;

2. MPKEHHHR=500Mbps, HTTPH&%(=20000/F>, HRH4L
PE =50 H24/h, SUFRINE= 1124/ ;

3. XFNEEEERZ2RPi s afE R L 2B

4, FZEUAREFHAIPVA/IPV6 LIRS, RIFEIPv4
HMIPVEMZE T B TR, F3Z+52EVLAN, VXLAN, MPLS,
GRESF M2 it =2 A AT AL

5. XFHAENIHTTP, FTP, SMTPEWIIR, $RALHITHIHMA
A SRR, PIARYE TR EH RS

6. XFHERIERS AT BAgent, AT NN R,

7. XEBRAIAER, AR ETIPHbbE, Un TS
PO IBIA G IC R 7, LN R R, B R, 5™
BRI, ZFAEXEEEER;

8. XHHRIIWEBK i, S Vi, BEXAWE. rlkERE,. &
P, WEBJGIIViA. DGARAITER, 911, EHRS% L
. BREEE, BORGR. 2. BETAEMA. BT IRIRF]
A, WA T, ARPHRER. FCEXR:. P48 58, A,
AT BT R A

09. LT HEM LR ML EI, CLHETC IR AE S nT
MACRIH, RN STR M 28 B 55 w2 2504 5

10, STRREREVDRE, SEOMn VDRI, SEARINRCR; SciF
EEMGIEE, EREERGFER MRS SRR, RERL
R,

All, FESHIRE IR http, ftp. tftp. https. mysql.
sqlserverdE R MY ;

12, R HTI% A L FFWEBSHELLKG I, RIAG I Mlweb  shell
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AT, EEEANMAURL, REIRY, JREHEEEAESE, 75
r—AiEHRweb shellfg T2 BFEARRYI;

13, fROLHCE IR B R R EUA

AL4, STRHART ORI, BUBEE T, PR, IRGwA IS
YIRE;

*15, #&E: 686,

7N HE®HIERS

1, WhE—{k(Li%s, CPU: =4f%, W{#=8GB, fE#: =2TB,
REE=1NMEEO, =1MHAD, =400, =64 TIkHM,
=2/USB2.0#, 1*Console;

2. HF=20MHENE, HELHRES: =2005%/8;

3. XFNEEGERZ RPN afE R L 2ERTEG;

4, TARBAMA e T HERE, MO RS RS
HEMHERSE, HiFTESRIEEHE N ROMRE. fREtksiA
WEMRG, e X Web BB, JLH % ikt
fifF, USSR THN SR, 8BS AP SRS TS
JENRVERE, ARRICREK;

5. % F#Syslog. SNMP  Trap&iiil HEREE, s2HiAgent /550
TREH EFF R

6. HEMHMN=5000%%, SZRAARLEMAT, STRAENTRLINB E
X

7. XFHETHEFRLIE, HFHEEHEENREIIF, ZHH
BER;

@8, HFHEREK M, RERSIHT Z 2RI E R D ;

A9, ZRIRMICPURIHIR, WFEHR, BEIREHR, RESE
&

10, SR A Bs H S Tia)d — 408, WEZrERE
R, PRREARR R, ARSI HEGE—HOo bR et

11, IR RIMER, wITE Al ML S m Hoed Hafs s Xl
HEFHGHEHE, R EER T REHEEN, HZ X3
PTG

A12, XFiSyslog. kafka. https&% 7y fit, XRHERE
BE=JTRREHTE, AERNEER;

13, fRELHCE R A IR R EIA,

*x14, #&E: 68

. BUEEHIHGE

1, BE—k(LEsE, CPU: =48, WN{#=8GB, ffi#i: =2TB,
BEMMO: 220 TIRED (=z19admind,. =140HAL) , b5
M: =4 TR0, SR ECTIRET;

2. SQLALFERES1=40005%/F); & R=1Gbps; MAH it
YRR ®=200Mbps; FRACHEZER=10145%; i HER
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RS 1=15007 /7);

3. RIMEE R LU R GG R Z BT E;

4, FFHHRBB R ICALER A T AR R G - BAT IR OE
WG R SE A T, SKAFIPVA/IPVE AR I

5. %HfO0racle, MySQL, SQL Server, Sybase ASE,DB2,
Informix, PostgreSQL. MariaDB, HanaZf:iidEE® it
SRS, MR, &l AKRECEFEBIEE

6. 3ZFFSQL  ServerfIMySQLAINZWMSGEINE T, SZHRHM N RAY
HaRAI T TEE;

O7. STREUEER. WE. EAEMANRIESQLIRIEH I,
SCRPBUR AR I, FFRENS B 3B rh B
Bl

8. HHIHCR BUREE S BUE P, PVEH WIS
BHEX, 55 EEHEIIRE;

9. EHERHSRRT|E, ZFHadRRIRCERNHEIICRE, N
BERREMR =20 ; HAXERFUERL, A ERRES k%5
Wi, BdEEgaSEE KA S BT r, SRR R 5%
AR ;

10, HRYEELRH S AR, EEBURRA S A2 W E 7k
 FEOYBURRR S E E S L B ST R R, SRR s
. HPBUE, BRSSP 2 RN

11, 2R E, SIS —RlE, R
AR, Gi—&W, KR IFHED RIS I, His
UL it AT LR SEA O

12, SCRITHMTABZRCE, AIAREEURER P4, BFumP, $
e, BRIERAL, IRSSHIPECEIT B, JFal & BN S H

.
TR

AL13. SCEEBURZES R, RN SCRECHEE HHIhRE
14, FRALRE RS IIE R,
*15, #&E: 65,

3.4B%HER
3.4.1% 5 m)
K1

B &R IE304 H 1 H N LA IATE R 22 364K

K2

E AT G304 H i H N2 IR s2 22 (5 3k
3.4. 235N

R :

PG HRNE R 226 N T3 RE A B2 e da e Hi s,
K2 :
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BRPGHRME SR 22 Be N LR REZE B2 Bda s
3.4.33%M7 R

R :

— IR

K12

—RfHE
3.4.43 425

KW

1. Hfth, FiTER)E, REIEHER, ZRRIREROF R ARG, H7EmRE AFTA PR IR
RN IEBER R KRG, BER R AR SRR ER L AR S, RN RGIREYS, Tinl PNk T8: (B A HAR SRR
I PR AR AN 5 AR 55 B0 T e b rs, (R R B SEN, JE R SRR IR R & IR, IS, B
fir, MMEEFHITR) o HRBIRAREIZIR AR S5 TR EOR I B SE, RIGNERA T, B s — D555 it
I EATAE, MR EREERS RS (REEART IR, AP, RPN 1Y, BN 4 & 2T
£, WK, BESRFAELIONTEHN, XN AFEEHA100.0%

K2 :

1. Hfth, BT ARG, R&EFAEEHA, 2RISR RRERG, FHEmeRW A N IR,
RN TV BERL R ARG, BRI R AR RN E R L FIR 5, RN RIIRAYS, 7l B TE: (BESE S SC PR
IPER RN 5 AR 55 B0 1 wsl b i, LRI BOR BN, e R SR ISR S AR, AR TS, B
ffr, MIEFHITR) o HHBRTAREIZI AR S5 TSR I B SE, RIGNERA T, B s — D5 % it 5
R BEATARE, MR ERBESRWAZZAL (WESEART IR AP, FAERNSE) 1, BN RN 2 &HE 25T
£, ISR, BEERFMFELIONT/EHN, SUTAFEEHA100.0%

3.4.5% b5 A

R

1IFRERI 1.1 P aiaffBig)a, X057 ERNITFRRIE, FHHIERIER, DASASRAENERE, MSERS—
Bl 12BN MR BEHTN S A B R, AR, BORSEHEA TR 2 AR, JF BRI S A FERE RS, 1
PERAE N FRIBN KRR — 8y, (BERBR, Mg, BEIERANA Y RZRE, 1.3 SRR oI E I E
FRIFRHERIE, PR EAEFIE A RS R E R A L (B PHEET R ER 50, AR ETTRIENER, bR
BRLIR PGS, HARRARFMAZZ IR ANER, 1.4 R M. s S aRAERTT, XY
NAEBHEWG™ i, AR R RN IR N B SRONHEI™ it SR B il EAth b SR KR T, B EITRRGEHS, TR R
DT, 2.5 2.1 2heseUE, BERIRN R EE, IR, WRiaTT, IRERFARMENRIBITRERE, BT R
AL iR R, EFRBUTEAIRASMERIZR TSRS, &k, 2.2 ERAL & FRE R R b,
AL R T AR AT SAH RIS (SRR . DN BRI AR, 1RGN ) Z2HE S ) BERI I, 2.3 BRTRIE A
INIRER S, BERIRTIERON BT A RS s el g R, P8R, RAEERSIEZEIIR, IR ANER, AR R v iR XL
WFRAREAN. 2.4 RIGIIAHIE 2D RIKBIRERILENRATEIR, RWANABOERE FFHE—LBT7: a 81
WRAEZEEH AL, b BOREEN R S TER, NEEFMIREE S IL,; TSR, RGN B ik 4 r
DRI g 5 IR 5 GEC A P 2 P e R R T, P RIBIE BRI BT, 3R 3.1 A FEME R BE R
A, R IR B S B RAUEARR, BUEIREANE, CIEEERRE A SEREM RS, deRIg A4
STV (FH S AR 2% FH AL R R 4H ), 41 PR AR i A B PRIE SR IF BE R R FR HE R, BRI A G BR A L i AR HE Y & IR
%o 3.2 MRS FRTTA AR FH AR EIR RIS RS R 2, BUTHT MBS 30 RNEGX TR, DA
FiNes, PRI SRR, Sy pOE R, 4 FTERIERE, (BAGE R RN R N IZ R R AR ST,

K2

-H31T-



1JFFERI 1.1 P il fa, WO RINFFERY, FFRIfERIDs, DIiNS A RLAENEGE, MESERG—
Bl 1.2BRRE PR BEEDN S A BT R, AR, BORSFHEATIR I 2T AVRS, R EIE SRS A e S, X
PERE N RSN AR — iy, (EAXEE. MRS, BENEE AN RERT, 1.3 SRR3R E O R E I E
FHEIBRHERIE, FRabs e s RS R E R A (B PR E R AR5, FRZBHETTRENEFR, PR
R TGRSR, HARRAHRSERWATR, 1.4 FFHBIPaR = SR, S ERAERT, XY
NEBUEWG™ i, PR R R I 4R M SR HEG™ it R B 6 s H b BER AR I, B RITFRESRIEA, TT o LR g
TR, 2./ 2.1 REEERUE, BERIRTM R EL, IR, RiaTT, #IRERARMERIBITRRE, W7 RN
AU iR R, S FRIUTEAIRASMERIZERIOTS ML, wk. 2.2 ERALHE FMERRR R,
LR R AR AT SR B AT R (AR . DA AR I AR e, TG0 I ) 2 HE S ) BER M AN, 2.3 BRARIG A
INBIRER IS WAL, BN RTE RN AT ks e alAnIas R, IR, IR EIRSMEZE LR, R ANZR, A iR X
WFERMEAN. 2.4 RIGTNIAHIE 2D RIXBIAR S RILERRATEIR, RWAABOER FYHE—AB77: a8
MAEEAROIE; b ZORANV EDN ST E S, RS EFMIAEE SR, ToREmRy, R AR & 41
DRI R e S IR 5 GRS P B A e R e, P RIS BRI 5T, 3R 3.1 A FEME R BERR
UEHAR, IR A IR B S S RIMUE AT, BOEIIRE ARG, WREERERE A SEREM IR, R A4
STV (S AGHIN 2% Y R R AR AH ), $im PG AR T A T B PRIE SR R BE R R H RN, IR IEIF AN BR AR i B ARFEH Y 5 [R) X
%o 3.2 RE TR R AR RIS RS MR 25, BUTMT I E)S 30 RNEXTT R, DAFREC
NS, FERAZIT A SRR, Sy NOE R, 4 FTERICERE, (BAGE BRI N AR R AR BT,
3.4.610%% 7 X Ridk

KL

YRR AR P R, BN (RS EEBURRIEHE R (1T ) (PR tEBUFRW TR (47 )
K, QALNOEN TiZrizkm, Pl PimE. BiEsmpies e, DRty & eicfiiaiese s,

RMgtu2:

PR R AR P, BN (RS EEBURRIEFE KRR (17 ) (PR tEBUFRW TR (47 )
IR, QALNOEMN Tz eizkm, Pl PiE. BrEsmper ases, DRIt & 2icfiaiese s,
3.4.7RERBIEEAR SN

KM

FRERRMETEEMRMEY]: OBfRY: BREH TR, mff: BRI (BRIBID N=1F, RaHEmRIEN RS
T RGN, FZHNERAEIIT; BF: DAERRIANRETIRMRSS . OBRER: BRIAN, BERR RO A REfF iR
TRftgEls, BEEEET A, SATLR. Lk &Mzt (REERRRNT) 5 XrERMERGRAHT. WiE
5. WRATHR S MBS R MRS (RSO 5 R s sl it B R 248 it T R S B ARt 4k
&, HEi Sl R, AN TR RSN R RS, RIS AHEM 2, OBRBIGIIARSS . BRIgwE, #t
PRI QSR MR R AL B YL, QEREARR THEHERR, BdaBE., 217 RES; SRR SRR A AL S 4EE,; 4t
AN T2 S T8k, WBRPRIEAS & T R R 9 e vt i H At R 28 % P AT AR . AR SE SRR, R e 1 PR IE B 45t
IR IR IR, ORI RRA DR, ARA 2% DAL B R 1) J52 )R IR SEUEAN A M, 1S e B 8 IR 55 2%,
F EE R R 0 57 B A I R IR # BT,

FWgfu2:

FRRMETEEMREY]: OBRY: BRE TR, i BRI (BRI =148, RahiliEr &g R
T RMGLR), LSRR AEIIT; B TAERPANREET SRS, QBRTER: BURIAN, BERR RO AR iR
TRftgElE, BEEEETAM, SALR, kg, &M fazimet (REERIRRNT) 5 XrERMERGRALHD. Fig
5. WRATHR S MBS MRS (R SRR 5 B B sl it B R 2248 it 1) R S B AT Rt 4k
&, Ei Sl RS, AN TSRS BN R RS, RIS AHER 2, OBRBIGIIIRSS . BARITwE, fAt

-53271-



SR R AR SR R R AL B P, IR EARR T RS, BdRBE, BITRES; BN ST IR A L S 4EE; 4t
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